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Overview 
 
This lab introduces the reader to network metrics using perfSONAR tools. It also explains 
how to use perfSONAR tools to measure the parameters that can affect the performance 
of networks.  
 
 
Objectives 
 
By the end of this lab, the user will: 
 

1. Understand about network metrics. 
2. Perform measurement test using perfSONAR tools. 
3. Comprehend measurement results. 

 
 
Lab topology 
 
Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR 
nodes labeled as perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The 
perfSONAR nodes run a Linux CentOS 7, and the Client runs a lightweight Linux 
distribution (Lubuntu). The Client host is used to access perfSONAR graphical user 
interface. 
 

 
Figure 1. Lab topology. 
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Lab settings 
 
The information in Table 1 provides the credentials to access to perfSONAR nodes. 
 

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONAR3. 
 

Device 

 

IP Address 

 

Account  

 

 

Password 

 

perfSONAR1 192.168.1.10 admin admin 

perfSONAR2 192.168.2.10 admin admin 

perfSONAR3 192.168.3.10 admin admin 

 
 
Lab roadmap 

 
1. Section 1: Introduction. 
2. Section 2: Throughput Measurement Tools. 
3. Section 3: Latency Measurement Tools. 
4. Section 4: Trace Tools. 

 
 
1 Introduction 
 
The only effective way to qualify and quantify the usage and behavior of a network is 
performing measurement tests. Knowing the network behavior is critical to diagnose 
network problems and performance issues. Metrics are quantitative and qualitative way 
to verify if a network achieves a desired behavior. Network managers are interested to 
measure the performance or availability of services. Therefore, the most typical metrics 
are connectivity, latency, packet loss rate, bandwidth and throughput. These metrics are 
introduced as follows: 
 

• Connectivity: It determines whether two hosts can establish a connection 
between each other through the network. 

• Latency: It is the time it takes for a packet to arrive form the source node to the 
destination host. Latency is also referred as network delay and can be measured 
in one-way or two-way latency. Two-way delay is also known as Round-Trip Time 
(RTT). 

• Packet loss rate: It is the rate at which packets are being lost in their transit from 
the source to the destination host. Packets being lost means that the packet does 
not arrive to the intended destination. 
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• Bandwidth: Depending on the context, the term is used to describe either the 
physical link capacity in terms of signaling or the maximum actual data rate of a 
specific network link or a path can transfer. 

• Throughput: It is a measure for amount of data being transferred across a link or 
network at a certain time. 

 

 
Figure 2. perfSONAR layers5. 

 
perfSONAR tools provide the test to measure network metrics. These tools can be 
combined to provide a picture of the capabilities of a network. This lab is aimed to provide 
a brief description about the tools used by perfSONAR to run throughput, latency and 
trace measurements. These tests are delivered by the Tools layer as shown in the figure 
2. In the following sections the user will use the tools available in the Tool layer to run 
throughput, latency and trace tests. 
 
 
2 Throughput measurement tools 
 
In this section the user will run measurement tests using iperf3 and nuttcp. By default, 
perfSONAR uses iperf3. These tools are used by perfSONAR to measure the throughput. 
First, the user will run throughput tests using iperf3 commands. Secondly, the user will 
measure the throughput using nuttcp commands. Finally, there is a brief analysis about 
the differences between the tools. 
 
 
2.1 iperf3  

 
iperf3 is a real-time network throughput measurement tool. It is an open source and 
cross-platform client-server application that can be used to measure the throughput 
between the two end devices. Typical iperf3 output contains a time-stamped report of 
the amount of data transferred and the measured throughput.  
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The user interacts with iperf3 using the iperf3 command. The basic iperf3 syntax used 
on both the client and the server is as follows:  
 
iperf3 [-s|-c] [options] 

 
Step 1. Open perfSONAR1 and enter the username admin and password admin. Note that 
the password will not be displayed while typing it. 
 

 
 
Step 2. To launch iperf3 in server mode, run the command iperf3 -s in perfSONAR1 
command line. The parameter -s in the command above indicates that the host is 
configured as a server. Now, the server is listening on port 5201 waiting for incoming 
connections. 
 

 
 
Step 3. Open perfSONAR2 and enter the username admin and password admin. Note that 
the password will not be displayed while typing it.  
 

 
 
Step 4. Now to launch iperf3 in client mode, run the command iperf3 -c 192.168.1.10 
in perfSONAR2 node. The parameter -c in command above indicates that the host is 
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configured as an iperf3 client. The parameter 192.168.1.10 is the IP address of the server 
in this case, perfSONAR1 node. 
 

 
 

Once the test is completed, a summary report on both the client and the server is 
displayed containing the following data:  
 

• ID: identification number of the connection. 

• Interval: time interval to periodically report throughput. By default, the time 
interval is 1 second. 

• Transfer: how much data was transferred in each time interval. 

• Bitrate: the measured throughput in in each time interval. 

• Retr: the number of TCP segments retransmitted in each time interval. This field 
increases when TCP segments are lost in the network due to congestion or 
corruption. 

• Cwnd: indicates the congestion windows size in each time interval. TCP uses this 
variable to limit the amount of data the TCP client can send before receiving the 
acknowledgement of the sent data.  

 
The summarized data, which starts after the last dashed line, shows the total amount of 
transferred data 6.87 GBytes and the throughput 5.89 Gbps. Note that the results may 
vary. 
 
Step 5. In order to stop the server, go back to perfSONAR1 CLI and press Ctrl+c. The user 
will see the throughput results in the server side too. The summarized data on the server 
is similar to the client side and must be interpreted in the same way.   
 
 
2.2 Nuttcp  

 

nuttcp is a network performance measurement tool intended for use by network and 
system managers. Its most basic usage is to determine the raw TCP/UDP network layer 
throughput by transferring memory buffers from a source system across an 
interconnecting network to a destination system, either transferring data for a specified 
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time interval, or alternatively transferring a specified number of bytes. In addition to 
reporting the achieved network throughput, nuttcp also provides additional useful 
information related to the data transfer such as user, system, and wall-clock time, 
transmitter and receiver CPU utilization, and loss percentage for UDP transfers. 
 
The user interacts with nuttcp using the nuttcp command. The basic nuttcp syntax used 
on both the client and the server is as follows:  
 
nuttcp [options] dest_IP  

 
Step 1. To launch nuttcp in server mode, run the command nuttcp -S in perfSONAR1 CLI 
as shown in the figure below. 
 
nuttcp -S 

 

 
 
Step 2. To launch nuttcp in client mode, run the command shown below in perfSONAR2 
CLI. The parameter -i1 indicates the time interval for the results will be every 1 second. 
The parameter 192.168.1.10 is the IP address of the server perfSONAR1. 
 
nuttcp -i1 192.168.1.10 

 

 
 
Once the test is completed, a summary report just on the client. Each line contains the 
following data: 
  

• Transferred Data: how much data was transferred in each time interval. 

• Time Interval: how long it takes between each transferred data. 

• Bitrate: the measured throughput in in each time interval. 

• Retransmissions: the number of TCP segments retransmitted in each time interval. 
This field increases when TCP segments are lost in the network due to congestion 
or corruption. 

• Congestion Window: indicates the congestion windows size in each time interval. 
TCP uses this variable to limit the amount of data the TCP client can send before 
receiving the acknowledgement of the sent data.  

 



    
Lab 2: perfSONAR Metrics and Tools 

 
  Page 9  

The summarized data indicate that 6485.4513 MBytes where transferred in 10.04 
seconds. This is equivalent to 5416.6847 Mbps. The results also show the CPU usage 
which in this case is 22% for either the transmitter (TX) and the receiver (RX). The number 
of retransmissions is 1053, the mean size of congestion windows is 684 KBytes and the 
Round-Trip Time (RTT) is 0.31ms. 
 
Step 3. To stop the server, go back to perfSONAR1 CLI and type the command pkill 
nuttcp. 

 

 
 
The main differences between iperf3 and nuttcp are that nuttcp also measures the CPU 
usage and Round-Trip Time (RTT). However, in nuttcp the user only sees the test report 
in the client side.  
 
 
3 Latency measurement tools 
 
perfSONAR uses ping and owping to measure the latency. By default, perfSONAR uses 
ping to measure the latency. In the following sections, the user will measure the latency 
using ping command. Then, the user will use owping command. Finally, there is a brief 
analysis about the differences between the tools. 
 
 
3.1 Ping 

 
The ping command sends Internet Control Message Protocol (ICMP) echo request 
messages to the destination computer and waiting for a response. The number of 
messages returned to the requester is a key factor to measure the round-trip time and 
the packet loss. perfSONAR uses this tool to measure both. In addition, this command is 
also useful to test the connectivity. The basic syntax of ping is as follows:  
 
ping [options] dest_IP 

 
Step 1. In order to run a ping test, in perfSONAR1 CLI, type the command shown 
below. The parameter -c 10 indicates how many packets are going to be sent to the 
destination host. The destination IP address is 192.168.2.10.  
 
ping -c 10 192.168.2.10 
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The result above indicates that all ten packets were received successfully by perfSONAR2 
node (192.168.2.10) (0% packet loss) and that the minimum, mean, maximum, and 
standard deviation of the Round-Trip Time (RTT) were 0.367, 0.393, 0.442 and 0.028 
milliseconds respectively.  
 
Step 2. In order to run a ping test, in perfSONAR1 CLI, type the command shown 
below. The parameter -c 10 indicates how many packets are going to be sent to the 
destination host. The destination IP address is 192.168.3.10.  
 
ping -c 10 192.168.3.10 

 

 
 
The result above indicates that all ten packets were received successfully by perfSONAR3 
node (192.168.3.10) (0% packet loss) and that the minimum, mean, maximum, and 
standard deviation of the round-trip time (RTT) were 0.458, 0.539, 0.632 and 0.055 
milliseconds respectively.  
 
 
3.2 Owping 

 
The owping is a command line client application and a policy daemon used to determine 
one-way latencies between hosts. With roundtrip-based measurements, it is hard to 
isolate the direction in which congestion is experienced. One-way measurements solve 
this problem and make the direction of congestion immediately apparent. Since traffic 
can be asymmetric at many sites that are primarily producers or consumers of data, this 
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allows for more informative measurements. One-way measurements allow the user to 
better isolate the effects of specific parts of a network on the treatment of traffic1. 
 
The basic syntax of owping is as follows:  
 
owping [options] dest_IP 

 
Step 1. In perfSONAR1 command line type the command shown below. The destination 
IP address is 192.168.2.10. The results are going to be displayed after approximately 12.9 
seconds. 
 
owping 192.168.2.10 

 

 
 
The figure above indicates results from perfSONAR1 (192.168.1.10) to perfSONAR2 
(192.168.2.10). The source and destination ports number are 9278 and 9680 respectively. 
All packets were received successfully by perfSONAR2 node (192.168.2.10) (0% packet 
loss). The minimum, median and maximum one-way latency values were 0.129, 0.4 and 
137 milliseconds respectively. The one-way jitter is 1.7 milliseconds, it takes 1 hop to 
reach the destination consistently, which means there no other way get that destination. 
Finally, there is not packet reordering. 
 
The test result from perfSONAR2 (192.168.2.10) to perfSONAR1 (192.168.1.10) are similar 
to the previous one. In this case, the source and destination ports are 9311 and 8997 
respectively. All packets were received successfully by perfSONAR1 node (192.168.1.10) 
(0% packet loss). The minimum, median and maximum one-way latency values were 
0.0925, 0.3 and 167 milliseconds respectively. The one-way jitter is 0.1 milliseconds, it 
takes 1 hop to reach out the destination and there is not packet reordering. 
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Step 2. In perfSONAR1 command line type the command shown below. The destination 
IP address is 192.168.3.10. The results are going to be displayed after approximately 12.9 
seconds. 
 
owping 192.168.3.10 

 

 
 
The results shown above are similar to the previous one. In this case, test results are from 
perfSONAR1 (192.168.1.10) to perfSONAR3 (192.168.3.10). The source and destination 
ports number are 9930 and 9460 respectively. All packets were received successfully by 
perfSONAR3 node (192.168.3.10) (0% packet loss). The minimum, median and maximum 
one-way latency values were 0.19, 0.5, 41.3 milliseconds. The one-way jitter is 0.1 
milliseconds, it takes 2 hops to reach out the destination and there is not packet 
reordering. 
 
By the other hand, test results from perfSONAR3 (192.168.3.10) to perfSONAR1 
(192.168.1.10) are like the first one. In this case, the source and destination ports number 
are 9943 and 8938 respectively. All packets were received successfully by perfSONAR1 
node (192.168.1.10) (0% packet loss). The minimum, median and maximum one-way 
latency values were 0.144., 0.4, 14.5 milliseconds respectively. The one-way jitter is 0.1 
milliseconds, it takes 2 hops to reach out the destination and there is not packet 
reordering. 
 
 
4 Trace test 
 
Trace tests are networking tools which allow to discover the path a data packet takes to 
go from a source node to a destination node. The trace tools which perfSONAR uses are 
traceroute, tracepath and paris-tracepath. In this section, the user will run trace tests 
using these tools. By default, perfSONAR uses traceroute. 
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4.1 Traceroute 

 
Traceroute displays the path that a packet took as it traveled through the network. It also 
displays times which are the response times that occurred at each stop along the route. 
If there is a connection problem or latency connecting to a site, it will be perceived 
analyzing these times. The user will be able to identify which of the hops along the route 
may cause a problem3. 
 
The basic syntax of traceroute is as follows:  
 
traceroute[options] dest_IP 

 
Step 1. In perfSONAR1 command line type the command shown below. The IP address of 
the destination is 192.168.2.10. 
 
traceroute 192.168.2.10 

 

 
 
In the figure above, there are several rows divided into columns on the report. Each row 
represents a hop along the route. In each hope, the packet gets its next set of directions. 
Each row is divided into five columns. A sample row is shown below: 
 

HOP NUMBER IP ADDRESS RTT 1 RTT 2 RTT 3 

1 
2 

192.168.1.1 
192.168.2.10 

0.373 ms 
0.439 ms 

0.252 ms 
0.407 ms 

0.182 ms 
0.302 ms 

 

• HOP NUMBER: It represents the number of the hop along the route. In this case, 
it takes two hops to reach out the destination. 

• IP ADDRESS: The second column has the IP address of the destination; the 
previous hope has the IP address of the router. If it is available, the domain name 
will also be listed. 

• RTT Columns: The next three columns display the round-trip time (RTT) for the 
packet to reach that point and return to the source host. This measure is listed in 
milliseconds. There are three columns because the traceroute sends three 
separate signal packets. This is to display consistency, or a lack thereof, in the 
route. 

 
Step 2. In perfSONAR1 command line type the command shown below. The IP address of 
the destination is 192.168.3.10. 
 
traceroute 192.168.3.10 

 



    
Lab 2: perfSONAR Metrics and Tools 

 
  Page 14  

 
 
In the figure above, there are several rows divided into columns on the report. Each row 
represents a hop along the route. In each hope, the packet gets its next set of directions. 
Each row is divided into five columns. A sample row is shown below: 
 

HOP NUMBER IP ADDRESS RTT 1 RTT 2 RTT 3 

1 
2 
3 

192.168.1.1 
192.168.2.2 

192.168.3.10 

0.383 ms 
0.557 ms 
0.677 ms 

0.286 ms 
0.551 ms 
0.649 ms 

0.228 ms 
0.525 ms 
0.631 ms 

 

• HOP NUMBER: It represents the number of the hop along the route. In this case, 
it takes three hops to reach out the destination. 

• IP ADDRESS: The second column has the IP address of the destination; the 
previous hope has the IP address of the router. If it is available, the domain name 
will also be listed. 

• RTT Columns: The next three columns display the round-trip time (RTT) for the 
packet to reach that point and return to the source host. This measure is listed in 
milliseconds. There are three columns because the traceroute sends three 
separate signal packets. This is to display consistency, or a lack thereof, in the 
route. 

 
 
4.2 Tracepath 

 
This tool traces a path from the source to destination discovering the Maximum 
Transmission Unit (MTU) along this path. It uses UDP port or some random port. The 
difference with traceroute is that this tool includes less options and it is not required to 
be a superuser to run the tests. 
 
The basic syntax of tracepath is as follows:  
 
tracepath[options] dest_IP 

 
Step 1. In perfSONAR1 command line type the command. The IP address of the 
destination is 192.168.2.10. 
 
tracepath 192.168.2.10 
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The first column shows the hop number, the second column shows the IP address or 
Domain name. The third column shows the Round-Trip Time (RTT) for the packet to reach 
that point and return to the source host. At the end a resume is displayed, in this case the 
user will see the Path MTU.  
 
Step 2. In perfSONAR1 command line type the command. The IP address of the 
destination is 192.168.3.10. 
 
tracepath 192.168.3.10 

 

 
 
Similarly, the first column shows the hop number, the second column shows the IP 
address or Domain name. The third column shows the round-trip time (RTT) for the packet 
to reach that point and return to the source host. At the end a resume is displayed, in this 
case the user will see the Path MTU.  
 
 
4.3 Paris traceroute 

 
Paris traceroute is a new version of the traceroute network diagnosis tool. It addresses 
problems caused by load balancers with the initial traceroute implementation. By 
controlling the flow identifier of the probes, it is able to follow accurate paths in networks 
with load balancers. It is also able to find all the load balanced paths to the destination. 
Finally, it complements its output with information extracted from the received packets, 
allowing a more precise analysis of the discovered paths. Paris traceroute, by controlling 
packet header contents, obtains a more precise picture of the actual routes that packets 
follow4. 
 
To exemplify this idea, a topology is presented in the leftmost portion of figure 3, where 
A is a router that balances load across two paths, via routers B or C. The middle figure 
illustrates what the result might show with classic traceroute. The figure on the right is 
the result using Paris traceroute. 
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Figure 3. Paris traceroute behavior. 

 
The basic syntax of traceroute is as follows:  
 
paris-traceroute [options] dest_IP 

 
Step 1. In perfSONAR1 command line type the command shown below. The IP address of 
the destination is 192.168.2.10 The user may be required to authenticate, in that case 
type admin as the password, notice that the password will not be displayed while typing 

it. 
 
sudo paris-traceroute 192.168.2.10 

 

 
 

Notice that it is not possible to prove the concept of Paris traceroute in the current lab 
topology. 

 
The results of Paris-traceroute test are interpreted in the same way of traceroute test. In 
the figure above, there are several rows divided into columns on the report. These results 
are reordered in the table below. Each row represents a hop along the route. In each hope, 
the packet gets its next set of directions. Each row is divided into five columns. A sample 
row is shown below: 
 

HOP NUMBER IP ADDRESS RTT 1 RTT 2 RTT 3 

1 
2 

192.168.1.1 
192.168.2.10 

1.076 ms 
0.319 ms 

1.074 ms 
0.306 ms 

1.076 ms 
0.301 ms 
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• HOP NUMBER: It represents the number of the hop along the route. In this case, 
it takes two hops to reach out the destination. 

• IP ADDRESS: The second column has the IP address of the destination; the 
previous hope has the IP address of the router. If it is available, the domain name 
will also be listed. 

• RTT Columns: The next three columns display the round-trip time (RTT) for the 
packet to reach that point and return to the source host. This measure is listed in 
milliseconds. There are three columns because the traceroute sends three 
separate signal packets. This is to display consistency, or a lack thereof, in the 
route. 

 
Step 2. In perfSONAR1 command line type the command shown below. The IP address of 
the destination is 192.168.3.10 The user may be required to authenticate, in that case 
type admin as the password, notice that the password will not be displayed while typing 
it. 
 
sudo paris-traceroute 192.168.3.10 

 

 
 
The results should be interpreted as the traceroute tool. In the figure above, there are 
several rows divided into columns on the report. Each row represents a hop along the 
route. In each hope, the packet gets its next set of directions. Each row is divided into 
five columns. A sample row is shown below: 
 

HOP NUMBER IP ADDRESS RTT 1 RTT 2 RTT 3 

1 
2 
3 

192.168.1.1 
192.168.2.2 

192.168.3.10 

1.028 ms 
0.357 ms 
0.489 ms 

1.023 ms 
10.135 ms 
0.470 ms 

1.022 ms 
10.136 ms 
0.465 ms 

 

• HOP NUMBER: It represents the number of the hop along the route. In this case, 
it takes three hops to reach out the destination. 

• IP ADDRESS: The second column has the IP address of the destination; the 
previous hope has the IP address of the router. If it is available, the domain name 
will also be listed. 

• RTT Columns: The next three columns display the round-trip time (RTT) for the 
packet to reach that point and return to the source host. This measure is listed in 
milliseconds. There are three columns because the traceroute sends three 
separate signal packets. This is to display consistency, or a lack thereof, in the 
route. 

 
This concludes Lab 2. 
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